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keytool ZHTEHMZHAFNIFEEH LE, MHIOMNEHREEHEE DA/
FAEXT CA AR HAE T o keytool KB EHFINEHAEAEF]— keystore RAI [
1, ZSCAAE F— AN AR .

2) keytool F& MKk 2dk

18> sun )M uk http://java. sun. com/javase/downloads/index. jsp |
2 java JF & (JDK) o« JDK HHBRIN %36 keytool. e, HALE RS
BEAr & JAVA_HOME, 45 HH JDK [ 22267 &

2. AERGETSER A CSR

TEHIAE JAVA HOME\bin %3 JRE HOME\bin H3¥A77E T PATH A5 ok & B
45t 42 keytool fiv4 . HAEAEH keytool GIEEUE 1Sk X F5 E AR W

MNP
1) AERFAA

2 20: keytool —genkey —alias [alias_name] —keyalg RSA —keysize

2048 —keystore [keystore name]
W PR AT EmA NS5

® alias name: F/NUEH A4
® keystore name: F/NUEPBEPAER M4, §EL A keystore

PLHIEI A ml. conic. enfUEFIE R SCAE 61, 1247 S0 R B R
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E:~tomcat~Tomcat 6.8>keytool —genkey —alias mili.cnnic.cn —keyalg RSA —keysize 284"

) [Unknown1;
CN=ml.cnnic.cn.

[%]: o

E:“tomcat~JTomcat 6.8>

Kk — QIR

A PEREI N keystore N, QAN N SR B L A 4 DU 4 A N
changeit. WA LAFRE BN, H— @A %EM,

RPN BRI T HEER?7, EHMABERIERA B4, mA
SEBESEAFR S WG Bl R TEEN www. domain. cn HIIFIE A UE 55 4 45
#r N\ www.domain.cn 1l ANBESITA domain.cn. A UE PG EHEBEACRY; £
AR BN T EHE 5 AN A PR

RTHALRLL TR HLBFR P eIl e MmE XS (F .
CN, HAhEZIERL4EE), BREZREELAIHE CN S, HRAE BB AT LU g a
o fJa, RAERWMATFN, TLUEERS, IEEBRITS keystore #
2.

2) A% CSR iE & k30
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¥ : keytool —certreq —alias [alias_ name] —file [csr_name]

—keystore [keystore name]

F: [N AT EMA RS

® alias name: EK/NIUEPEHIHIZ

® csr name: K/NIEBIERIAMAIR, § A —KA csr

® keystore name: K/NUEPBMIEHEPHE A 4, P RL A keystore

] _ B A ) keystore U, BATIG LA T B BT s

& REE

E:“~tomcat“~JTomcat 6.8>keytool —certreq —alias ml.cnnic.cn —file ml.cnnic.cn.cse —I’

lkeystore ml.cnnic.cn.keystore

£

5] M keystore T

E:~tomcat~ITomcat 6.8>

KR AR csr SCAF

ARG ERENE — D EPIHE N keystore i,
AR est SCAE R SCAR ST, ] DU A0 SR AR S SCAR A E L ELFT T WK A %
PIE A SR S, W N TR
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g

TR CSRIr

————— BEGIN CERTIFICATE REQUEST-——--

————— END CERTIFICATE REQUEST-———-

ZIERAEERE T IHRAET
EFFHILM (CSR)

BIZDY Al {5 s 2k 15 R 38 Ui

MR BT _EIPR N “ 257 M BB, KR SR SO R 23k
J“—— BEGIN NEW CERTIFICATE REQUEST————~ 7R e END NEW CERTIFICATE
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4. ZERMRAEPNAR S AHEF

1) TFEAREF & CNNIC FZARMIEF
Akl

PRHIETS:  http://www.cnnic.cn/jczyfw/wzws/ksym/ksxz/201105/t20110524 21055.html

WRAETETS:  http://www.cnnic.cn/jczyfw/wzws/bzkx/xz/201010/t20101027 16322.html

EVIE5:  http://www.cnnic.cn/jczyfw/wzws/kxEV/xz/

¥ CNNIC AR UEF ST ORAER “CNNIC.cer”, HEARIEF ST 44 TR A7 A
“root.cer” (A FH AJMNRAR UEFS, 4474 roottest. cer) .
2) KARIEP root.cer S A Z] Keystore 3L

T2 k% 3\: keytool —import -trustcacerts —alias root —file root. cer
—keystore [keystore name]
b2 O | B R EOPS B SR 2 N i

® keystore_name: FINCRAFUEPBRHII A4, ¥ RA—MA keystore

RN EE RN e S RN 13 /24
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&= - (0] x|

E:~tomcat“Iomcat 6.@>keytool —certreq —alias ml.cnnic.cn —file ml.cnnic.cn.cse —Il
keystore ml.cnnic.cn.keystore

+

i M keystore QY

E:-“tomcat~ITomcat 6.8>keytool —import —trustcacerts —alias roottest —file roottes

- -ﬁ_.-:-é'::CN=cnnic O=cnnic, C=cn
| :CN=cnnic root, O=cnnic, C=cn

28 14:53:54 CST 2087 Fied Apr 28 14:53:54 CST 2027
i MD5:12:3F-2F:19:D3:AF:35:6A:55:C4:68:63:55:D8:72:-YE
SHAL:92:D6:=C4:DC=BD:89:-EB:3B:AY:F?:63:F2:46:59:5E:1B:=Ph:=68:n17:-45

f1: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints:[

CAztrue

PathLen:2147483647

2= ObjectlId: 2.5.29_15 Criticality=falze
HKeylzage [

DigitalSignature

Mon_repudiation

Key_Encipherment

Data_Encipherment

Key_Agreement

Key_GCertSign

Crl_Sign

fH3: ObjectId: 2.5_.29.14 Criticality=false

SubjectHeyldentifier [

Keyldentifier [

BABd: FF 68 78 A7 CF Ba B4 3B 72 25 BD AA DB 5B AS F4 _hx....sex...[..
PBA1A: 9@ DA F4 BF R

1
1

H4: ObjectId: 2.16.848.1.11373A.1.1 Criticality=Ffalse
MetscapeCertType [

85L CA

2/MIME CA

Ohject Signing CAl

% : ObjectlId: 2.5_29.35 Criticality=false

AuthorityKevldentifier [

Keyldentifier [

AAAA: FF 68 78 A7 CF Ba B4 3B 72 25 8D AA DB 5B AS F4  _hoe....spx...[..
Bai1d: 9@ DA F4 BF R

E:~tomcat~Jomcat 6&6.8>

Hh ] BB 0 4% £ JEL PR 14 /24

HTTP://WWW.CNNIC.CN



M 252 EH L B 5 R 2 1BM websphere

K& AU

3) KK CAUEFCNNIC. cer§ Akeystore {4

2 #%3: keytool —import —v —trustcacerts —storepass [password] —alias
[ca_cert] —file CNNIC.cer —keystore [keystore_name]
E: 0PN ENTERMANSH

® password: FRRHMRY 14

® ca_cert: K/ CAUET 4

® keystore_name: KINCRAFUE PRI M4, § LA keystore

& (o[
[+

E:-“tomcat“~JTomcat &6.B*keytool —import —trustcacerts —-alias cnnic —file cnnic.cer

store ml.cnnic.cn.keystore
keysturefhﬁ%=
15:CN=CNNIC SEL,. 0=CHNIC £S5L, C=CHM
\_:CN=CNNIC ROOT. O=CHNIC, C=CN
= :493300829
: Thu Jan 28 11:83:21 CST 20818 ZFSun Apr 16 13:AR:48 CST 2017

6391 :3F-CC:4A-A4:54-33FE-F6:BC:91:25:A7:86
2D 35:FA:4B:55:4A:7E:A3:DF:F1:7D:2A:96:CC:A3:59:AC:BR A2
ZHh:8HALwithREA

f11: Obhjectld: 2.5.29_19 Criticality=true
Bas onstraints:[

CAztrue

PathLen:2147483647
1

H2: Objectld:- 2.5.29.15 Criticality=false

Kevlsage [
Key_CertSign
Crl Sign

1

i#3: Objectld: 2.5.27_14 Criticality=false

SubjectHeyldentifier [

Heyldentifier [

BAEA: 45 8@ BA BA 18 98 51 C3 Bi CA F7? BC 65 39 2ZE 8C E.....Q.....
BA1B8: 56 98 44 30

1
1

ii4: Objectld: 2.5.29_31 Criticality=false
CRLDistributionPoints [
[DistributionPoint:
[CH=crl1l, OU=crl, O=CHMIC, C=CN]
, DistributionPoint:
[URIName: http:- Awwu.cnnic.cnsdownload/rootcrl CRL1.crl]

11

RN EE RN e S RN 15/ 24
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H5: ObhjectId: 2.5.29_32 Criticality=false
CertificatePolicies [
[CertificatePolicyld: [1.3.6.1.4.1.29836.1.11
[PolicyQualifierInfo: [
gualifierID: 1_.3.6.1.5.5.7.2_1
gualifier: BABA: 16 18 68 74 2?4 78 3a 2F 2F 7?77 ?? 2E 63 6E BE | . http:/ou
W - Cnn

AA1d: 6% 63 2E 63 6E 2F 63 78 73 2F ic.cn/cps/

11 1

fi6: ObjectId: 2.5.29.35 Criticality=false

AuthorityHeyldentifier [

Heyldentifier [

A8Bd: 6% F2 31 AD 2a F? F? DD 52 %6 BA C? B2 C1 BE EF
A818: A6 D5 3B 11

E:~tomcat~ITomcat 6.8>

Kkt SAPERIUET

4) YRS 2EP registrars.cer S keystore 3L

220 keytool —import —trustcacerts —storepass [password] -alias
[alias_name] —file [server_cert] —keystore [keystore_name]
e [P AE N TR AN S

® password: F/NAPIHIRYT 4

® server_cert: RSl A4

® alias_name: F/NAHIMH A

® keystore_name: K/NTRAFUEPFAPIIISCI 4, 974 — A keystore

@ BEE

E:“tomcat“~Tomcat 6.AXkeytool —inport —trustcacerts —alias ml.cnnic.cn —file ml.c
nnic.cn.cer —keystore mi.cnnic.cn.keystore

3.

iy

T keystnrequ

E:“tomcat“Tomcat &.0>

BR+— SARS SIS

RN EE RN e S RN 16 /24
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5) BFkeystoreiF$
220 keytool —list —keystore [keystore_name]
b2 O | B OSBRI E i
® keystore_name: K/NTRAFUEBRAPIIRI SO 4, §7 A — N keystore
= BEE

tomcat~Tomcat 6.@>keytool —list —keystore ml.cnnic.cn.keystore
3 "'-.keysti:rl'eig’_.ﬂﬁ%:

I--| keyzstore EI,E." 3 %Lu]",

2010-12-9, trustedCertEntry.
W (MD5): 27:63:91:3F:CC:4@:A4:54:33:EE:F6:BC:91:25:A7:86
cn, 2018-12-9, PrivateKeyEntry,
C(MD5>. 992:78:6D:F1:53:D@:15:AD:73:3C:AB:?0:A6:-47:CB:F3
t. 2018-12-9. trustedCertEntry.
: (MD5>. 12:3F:2F:19:D3:@F:35:6A:55:C4:68:63:55:-DB:=72:YE

E:“tomcat~Tomcat 6.8>

KE+ - &F keystore iF|)

5. ARG AT

1) ATIEEEEHA" MARFRIKS, S

’; EENEAEFERMSG - Nicrosoft Internet Explorer
MfEE @wmEE EFW MWW IRO R
x| =] . HBE g & g

Hitk () |\§-| https:/flocalhost: 9043/ ibm/ conzoleflogon. jap

Integrated Solutions Console
YO, BRAENEL.
AFPTRR:

TR,
BF
S =
RN EE RN e S RN 17 /24
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2)

3)

e AR, S SSLETAIE PR B

?EE‘;'
Arsas

7 P2 FF

=y

B =2
eREeH
i
M

P A 4H

oL T H R E
i

EZ&A+-I

s el B i 2 A G

ssL B

ZEERTE (SsU) thhininiElk SSaHEainegs
BueeEs Dirtzms s E RN ssLEE.

ELFmAIFRIEER. FEAT MR- FhEER
B. hpEEnsEhEEReER. Ak Bidf

IR RIS R R S RiP RIS R R 2

BLE SSL AmefHEREHEDR.
EERE

Efinm T rhE

=y

I EREEEFHERERE (FIPS) Bk &5
VM HEE ol BEEEMREEE TR

mA | | m |

SEa

H [ R 1 2% £ SR

HTTP://WWW.CNNIC.CN
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4) LERHFRFN R NG, &P Serverl”

sSL U BHIEHER - ERRTeEE
BETEERENZEERETE (ssL) BE. #im. 8
A HIETH

SN

H fastcom-wasModellCell
HEB nodes

B fastcom

...............

B cervers

B cerverl

N

ModeOl(ModeDefaults

B ek
= fastcomde[llt:ell
HE nodes
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