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1.5<F Weblogic

AR A2 Windows 2248 N ) weblogicserver9. 2, W dE4T
Weblogic B &I ABERRIYSER, A REZRRAJERIN, 1557 Weblogic #f B fFH
SSL AH G H T B %) Weblogic M5 He i b AT iL & -

A "keytool” KA B FAEH AT CSR SCA, JDK Hh—fif O BRIA 22354
keytool, UIHRIEMIHRSS 28 LBA 228 keytool, 15 T 843 JDK.,

2. AR E R CSR

HEEFEHEN

FEAL R CSR SCAFIN A I AR s AL B, i RAE TRV B 1 R B A, )
WA UEAS 45 8 IR AN BE 2 e | b 25U BT A Jl A BHRT CSR S, AR UEAS 4070
WREMUAORTIESS o A 1 RE S eI DU A A, TRAEZE R CSR Ja— 8 a5 i FATISC
PERRCAEFAR RS, Bt s AE W SR 2 AU AN ZE Bl 55

1) A pikeystoreMkeyEntry

AU P, JF2% MK

25

Keytool - genkey -alias [keyEntry name] -keyalgRSA -keysize 2048

—keystore [keystore name]

e DA HEEA S, PL b R

® keyEntry name: FENUEPIIHI44
® keystore name: F/NUEPBHPAER M4, §EL A keystore
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v C:\WFIRDO¥S\system3Z2icad. exe

C:“Documents and Settings\micah\%ﬁ\key}&'=\'_iclk1.5.3_12\b:i.n\keytuul —genkey —ali
»ify —keyalg RSA —keysize 2048 -keystore cnnickx.ss.keystore

SHLL. o=HEERE

1k, c-cN IE-Eﬁ”Eﬁ"?

et']:fy>ﬁl:|EE:E’:-ﬁy| . . N
F0 keystore E_ﬁgl'fﬁﬁ ﬁ@;r:' '

KR — QI FAY]

WVERE: keyEntry name F1 keystore name o] URHE T2 BATHIA, (HiES
O AR WMAREATE E A keystore AR (MEHZ4L
~keystore) , Wl keystore SCARIGIRAFAEBS I Hakrdr, ST 4400 . keystores
BN KT AE—keysize JTIHITEE , ONNIC R 90 2% il 5% 0 B s 35 44 41F 15 35 40
e/ 2048 7

ARG SPREHIN keystore %0, HE %ML changeit, 0/ LIfgE—
AR, (B — & Bl

B HER “Whatisyourfistandlastname?” , i g A S EE HHIE 544 UF 5 1)
WA, MAZEARANERN NS, T 5L www, skk, cn FITE 44 1E TS
FUANGE BT A\ xkk, cno 344 UE 158 A G o 3l 44 11

B, WANTERIITARR . BALARR PRI TR Oy R E X 48 (h
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e, BEREEANFAHEN, 1E— 2l keystore fl keyEntry By A\ —FE 1

L, RS PRRENRE . N, g Ed A%

2) A RKCSR

L M S, JF2% M-

Keytool -certreq -alias [keyEntryname] —filerequest.csr

- keystore [keystorename]

e O m BN S, Db & TR 2%

® keyEntryname: FoniuE1HH4
® request: RKyNUEPIERICAFMALRR, § L BN csr
® keystore name: FoNiEPBEHEMI MBI, ¥R M keystore

C:“Documents and Settings\micah\%ﬁ\key?f:\jdk1.5.3_12\bin\keytuul —certreg —al
i;l.s tns—ssverify —file request.csr —keystore cnnickx.ss.keystore

i M keystoreZFQY,

P2 Ak st SCA

CSR 3CAF (request. cst) X PRAFAE XTI H % 1, CSR SO SOARSCPE, Wi M B,

BEGIN HEW CERTIFIGATE REQUEST
HIIBEDCCARBCAQARWdTELMAKGATUEEhHCUUME TAPBQHUBAGTCES 1dyBZb3.Jr MHREwDwY DU QHEwhD
ZEcqUPyazEYHBYCATUEChHPTXgb3InY WS penF RalPuMlswCQYDUQOLEw)JUZEZHBeCATUEARH]
d3d2LA152G0tYNlul mHub TCEB jANEgkqhKICOWOBANEFAADE jARWGY qCgYBb1u/USCETuSWIE +nS
100] 2HdY +S61SHALIPHA0T GO/ exA j 2HRhREACOTHEe3JEr 155/ /0T T7ukg2uixtSqurpYEQS6EIR

CAIQFGBuuk+Kg+Gdi8s IrdWLBCcG/S07S1LAP+1058snB3Y BHUQPATS jleLLyEkRZiyCan+ib 1/ k
v IDAGABoAAWDY JKoZ ThecHAQEEBQADGYEAHGHY +5 jHj+Jnhr Tuwg FnlcDFdbsThoPy /CSr j2Fa
ACQZzxBZ0URKANE /HOGHUFRRNPY 12005/ BqGeJPWdIBTY X JYPLUKKDY £ 1Ry FOLTKIPRETY IBHF
ZFL1B950UHYS/B10UDT I7 j0uySq2yJPuTRY sizivckbkUCGPhRadT7 U=

=====EHD HEW CERTIFICATE REQUEST

K& =&F csr X
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FBEE
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HEESEEHM 2008-4-9 B 2009-4-9

[(FEiS0...) | #rEwdAE

el - U

X509 X IHERRA windows $EALMTEE FHHERAE TR T LA A47 4 LU
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EFFEER e
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()Basefd #FR3 ¥ 509 [ CER) (S)
O sl BiEiEtRiE - FECS #7 IEH 0 FTE) @

Kt—#®|F-Fftw> [ Bl |
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4. ZEARUEF RS AEF

1) TFEAREF K& CNNIC FZARMEF
Akl

PEEUES:  http://www.cnnic.cn/jczyfw/wzws/ksym/ksxz/201105/t20110524 21055.html

FRAEIEFS:  http://www.cnnic.cn/jczyfwiwzws/bzkx/xz/201010/t20101027 16322.html

EVIE+:  http://www.cnnic.cn/jczyfw/wzws/KXEV/xz/
# CNNIC AR UEP SCAE44 RAE N “CNNIC.cer”, B MRAUE T U2 - A7 1

“root.cer”

2) RARIETP root.cer § A F| Keystore L

A keytool -import - trustcacerts -aliasroot —fileroot.cer

- keystore [keystore name]

E: OPMARNHERANSE, LR AT 2SR

PP IR I 44 B0 12/19
HTTP://WWW.CNNIC.CN



Weblogic N45-#siF e &5 r

® keystore_name: FKTRAFIEBRHM A4, § A BN keystore

C-~Uzersmicah~Desktop*kevyrkeytool —import —trustcacerts —alias root —file CHMIC
-cer —keystore tns—ssverify.keystore
._keystul-e?ﬂ' = [
Owner: CHM=CHMMIC ROOT, O=CHMIC, C=CH
CH=CHHWIC ROOT. 0=CMMIC, C=CHM
42338881
Mon Apr 16 15:89:14 CST 20087 . Fri Apr 16 15:8%9:14 CST 20827

MD5 . 21:BC:82:AB:49:C4:13:3B:-4B:B2:2B:5C:6B:-98:9C:19
SHA1:. 8B:-AF:-4C:9B:1D:FA:2A:-?2:F/:DA:12:-:8E-B?:1B:AC:F4:-?8:6HW:-4B:6F
| AT [=1]

H [ H u

N keystore EI:I

It keystore Ky Z AT AE IR o

BRI P AMAE S

3) K CAIEFHCNNIC. cerF Akeystore 34

215 keytool —import —v —trustcacerts —storepass [password] —alias
[ca_cert] —file CNNIC.cer —keystore [keystore_name]
F: THABEARTEMARNSYE, U EadEEHEEE

® password: FNFAGTHIRY A

® ca_cert: Kyng CAURPHIA4

® keystore_name: KINPRAFUEPBRHII A4, ¥ RAL—M N keystore
C:\sersmicah\Desktopskey>keytool —import —trustcacerts —alias INTER —file GNNI

cer —keystore tnz—ssverify.keystore

TR

Zke yéture un

KR+ AR LML

I keystore 2 A AP HBAS o

4) ¥ RSFEEPm]. cnnic. cn. cer A F|keystore X

2 # A keytool -import —v —trustcacerts —storepass [password] —alias

S REES RN QRS = SN RN 13/19
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[alias_name ]-file [keyEntry_name] —keystore [keystore_name]
& [IPHRNENTHEMARSE, DL L& HT =Sk

password: K/~ FAH RS 114

server_cert: RN ARIET SCHE4

keyEntry_name: & 7~ FAEH 11131 44

keystore_name: F/NTRAFUEBRARISCM 4, ¥4 A keystore

icah~Dezktop“keyrkeytool —import —trustcacerts —alias tns—ssverify —fi
erify.der.cer —keystore tns—ssverify_keystore

keystore

KR AR AUE TS

It keystore Ky Z AT AR AR o

TR WRIEAEE K keystore WHIRE XA, WAT; E-keystore HI.

TEIBAT M 2 I ST GY,  WAlE A AR A keystore IV 3 & 1%

5o

M PNUEF B keystore B, — 58 BAFH A4E 8 CSR If—FER 7 44 (alias) ,
[{] I -trustcacerts 4. WRATEE —FEMM %A, BEAGE LRI !

5) BTFHkeystoreiFH
2 H A keytool —list —keystore [keystore_name]

E: OPMARNHERANSE, LR TS

® keystore_name: FK/NPRAFUEBFAHINI A4, A —HCH keystore

LI £ £ JE 14/19
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2018-12-%,. trustedCertEntry,
27:63:91: 3F CC:4M:-A4:54:33:EE:F6:BC:91:25:A7:86

(HDS) 61: EF P4:C3:2A:1D:14:88:72:D2:87:47:58:F3:75:75
2018-12-9,. trustedCertEntry,
12:3F:-2F:19:D3:8F:35:6A:=55:C4:68:63:55:D8:-72:7E

E:“resin~resin—2.1.17>

K%+ —#F keystore ilF 15

5. BCE Weblogic

("~i& Weblogic Ao & 7~ H 12 Windows £ 4: T 1) weblogicserver9.2,
KA RS A AN, 352 Weblogic #5 B T SSL #4354 #) Weblogic
JR 55 H AR D

Vil http://hostname:port/console, ¥t A J 4 F# 65 CERIA#R & weblogic)
SRJG G FAE TG TUR, P 228 H “Environment” > “Server” & 1 %]
RIS, AEATIT.

I EEA LY R P IER “keystores”, Wi :

S REES RN QRS = SN RN 15/19
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BEA WeblLogic Server Administrati

indows Internet Ezploxrerxr

L

- ‘g, http:/f192. 168, 2. 137: 7001/ conzolef consele pnrt317_r\pr:trua&_‘pageLabel:ServarEonflgTabkeystoreTahPagV| 42| % |

W o [@BEA Heblogie Server Adninistration Consols l

- e~ mEe - IR

Save

Keystores:

Identity

Custom Identity Keystore:
Custom Identity Keystore
Type:

Custom Identity Keystore
Passphrase:

Confirm Custom Identity
Keystore Passphrase:

Trust
Custom Trust Keystore:
Custom Trust Keystore
Type:

Custom Trust Keystore
Passphrase:

Confirm Custom Trust
Keystore Passphrase:

=

Keystores ensure the secure storage and management of private keys and trusted certificate authorities (CAs). This page lets you view and define various
keystore configurations. These settings help you to manage the security of message transmissions.

Custom ldentity and Custom Trust

v

“\kse-30-manual\2048\te

“\kse-30-manual\2048\te

= i
Ll m Ll m
(2] 2]

Which configuration rules should be used for finding the server's identity and
trust keystores? More Info...

The path and file name of the identity keystore. More Info...

The type of the keystore. Generally, this is JKS. More Info...

The encrypted custom identity keystore's passphrase. If empty or null, then
the keystore will be opened without a passphrase. More Info...

Re-enter the custom identity keystore passphrase. More Info...

The path and file name of the custom trust keystore. More Info...

The type of the keystore. Generally, this is JKS. More Info...

The custom trust keystore's passphrase. If empty or null, then the keystore
will be opened without a passphrase. More Info...

Re-enter the custom trust keystore passphrase. More Info...

|

[

€

€D Internet * 100%

KR =B E

R4 SE B 0 BEEUE TR CA RIET . B SUNRCE, ARG IRAT
fo & 5e Rl “keystore” &, MCEATIHM SSL:

[ LTG0 2% £ 5L o
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bLogic Server Administrati indows Internet Ezploxrerxr

@:‘_’. - ‘g, http:/f192. 168, 2. 137: 7001/ conzolef consele pnrt317_r\fpb:trua&_‘pageLabel:ServarEonflgTabSSLTabPage&EnrV| 42| % |

W [@BEA WO EEAE Bt e ot i (il lil -0 @ DTEe-GIao -
&)
45| 1dentity and Trust Keystores 3 Indicates where SSL should find the server's identity (certificate and
Locations: private key) as well as the server's trust (trusted CAs). More Info...
Identity
Private Key Location: from Customn Identity Keystore The keystore attribute that defines the location of the private key file.
More Info...
Private Key Alias: 2046 The keystore attribute that defines the string alias used to store and
retrieve the server's private key. More Info...
45 private Key Passphrase: The keystore attribute that defines the passphrase used to retrieve
the server's private key. More Info...
&5 confirm Private Key Re-enter the private key passphrase. More Info...
Passphrase:
Certificate Location: from Custom Identity Keystore The keystore attribute that defines the location of the trusted
certificate. More Info...
Trust
Trusted Certificate from Customn Trust Keystore The keystore attribute that defines the location of the certificate 0
Authorities: authorities. More Info...
% Advanced
4Z| Hostname Verification: |None v| Specifies whether to ignore the installed implementation of the
weblogic.security. SSL.HostnameVerifier interface (when this server is
acting as a client to another application server). More Info...
&5 custom Hostname Verifier: l:l The name of the class that implements the
weblogic.security. SSL.HostnameVerifier interface. More Info...
Export Key Lifespan: an Indicates the number of times WebLogic Server can use an ol
L] £
€D Internet H 1008 -

KRB i E

BRI LR
=

R4
Hot e EARAE, AR5 A “control”, il “RestartSSL”

_‘[/ﬁ

[ LTG0 2% £ 5L o 17/19
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BEA WeblLogic Server Administration Console — Windows Internet Ezplorer

6:__; - ‘g, hittp://192. 168. 2. 137: 7001/ conzole/ consele pnrt317_r\pr:trua&_‘pageLabel:ServarEontranahcnr\trolTabPagV| 42| % | | 2
— - . >
W [@BEA WO EEAE Bt e ot i (il l l -0 @ DTEe-GIao -
“-Clusters a
Virtual Hosts | Ignore Sessions During Indicates whether a graceful shutdown operation drops all HTTP sessions
Migratable Targets Shutdown immediately. More Info...
Machines
‘Work Managers
Startup & Shutdown Classes Graceful Shutdown Number of seconds a graceful shutdown operation waits before forcing a shut

Timeout: down. A graceful shutdown gives WebLogic Server subsystems time to

--Deployments
H-Services
--Security Realms
- Interoperability

complete certain application processing currently in progress. If subsystems
are unable to complete processing within the number of seconds that you
specify here, then the server will force shutdown automatically. More Info...

45| Startup Timeout: D Timeout value for server start and resume operations. If the server fails to
I

+-Diagnostics
start in the timeout period, it will force shutdown. More Info...
owdol.. Server LifeCycle Number of seconds a force shutdown operation waits before timing out and
Timeout: killing itself. If the operation does not complete within the configured timeout
Start and stop servers seconds, the server will shutdown automatically if the state of the server at
Start Managed Servers from the that time was SHUTTING_DOWHN. More Info...

Administration Console

Start Managed Serversin a
cluster

Configure startup arguments for
Managed Servers

ystem Status B Customize this table
) Server Status

ealth of Running Servers
[ Faled(@ I e | | SL“""’ﬂ"""”5"""’]"“"""‘|'” el Showing1-1o0f 1 Previous| Mext

Critical (0) Server ¢ Machine State Status of Last Action

Overloaded (0) examplesServer(admin) RUNNING Mone
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